
COUNTY OF LOS ANGELES
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To: Supervisor Zev Yaroslavsky, C
Supervisor Gloria Molina
Supervisor Yvonne B. Bur. e
Supervisor Don Knabe
Supervis ichael D~

-08 BUSINESS AUTOMATION PLAN SECURITY

From:

Subject:

Attached is an assessment of the Fiscal Year 2007-08 Business Automaton Plan (BAP)
Security Survey that is completed annually by each department. The information
compiled was based on departmental responses to survey questions and used to
develop a security effectiveness rating for each department. While many factors were
assessed, the last row in the attached matrix reflects the overall assessment by
department of compliance with Board adopted security policies and standards.

The majority of departments were rated with some deficiencies (yellow) while 11
departments were rated good (green). Five departments were noted with major
deficiencies (red) for various reasons such as security updates not being current or
failure to require Acceptable Use Agreements (Board Policy 6.101) to be signed as a
condition to use County systems. Departments that have obsolete operating systems
were noted as deficient because those systems cannot be updated with current security
software that would protect them from viruses. The inability to maintain current security
software levels can lead to enterprise-wide security events affecting the County's ability
to provide public services.
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Since the Security Survey is part of the annual BAP process and is a self assessment of
compliance, my Office has engaged the Institute for Critical Information Infrastructure
Protection that is part of the University of Southern California, Marshall School of

Business to conduct four independent security reviews per quarter of selected County
departments. The purpose of the reviews is to independently validate the responses
provided in the annual Security Survey. The results of the reviews will validate
compliance and identify areas requiring improvement to assist departments in
strengthening their information security programs.

Security Reviews are scheduled to begin in July 2007 and will continue over the course
of the calendar year. All findings will be provided to the affected departments as well as
the Chief Executive Offcer, Auditor-Controller, and your Board. Departments will be
expected to develop corrective action plans to remediate all areas of weakness noted.

If you have any questions, please contact me or AI Brusewitz, Associate CIO, at

(562) 940-3873 or e-mail to abrusewitz(gcio.lacountV.Qov.

JWF:AB:ygd

Attachment

c: Department Heads
Department CIOs

P:\Final Documents\CIO\CIO Memo-2007 Security Survey 6-7-07 (2) (2) (3).doc

P:\Final Documents\CIO\CIO Memo-2007 Security Survey 6-7-07 (2) (2) (3).doc
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